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Abstract. The relevance of the research problem is explained by active digitization, which places modern libraries
tasks to apply new information and communication technologies in their work to increase the level of information
competencies of employees and readers. The purpose of the article is to determine the main forms and methods of
forming information competencies through library practices in the context of Ukrainian and international experience.
The research methodology is based on a combination of source analysis, comparative analysis, and systematic and
logical methods of scientific research. As a result of the study, it was noted that the concept of information literacy
encompasses a set of technological skills that contribute to effective information search and processing, enhance the
ability to interact effectively in the media space, understanding the essence of media texts, and the ability to protect
against negative media influences. Based on the analysis of the legislative framework, the content of the concepts of
"digital competence” and “media competence”, which are components of information competence, was determined.
The article defines the specifics of forms and methods of increasing the level of information competencies in public
and academic libraries. In public libraries, work on increasing the level of information competencies includes skills
and abilities to use information and communication technologies; search for information on the Internet; safe and
responsible work in the virtual space; critical processing of information obtained from media resources. In academic
libraries, in addition to the above, work is aimed at expanding knowledge services, strengthening interaction between
teachers, students, and librarians for the effective conduct of innovative research and the quality assimilation of new
knowledge. For librarians as knowledge managers, increasing the level of information competencies encompasses
a complex of technological, information legal, methodological, moral-ethical knowledge with the involvement of
security components. The practical significance of the research lies in the possibility of more effectively using the
analyzed practices of forming information competencies by Ukrainian libraries

Keywords: information literacy; digital competencies; media competencies; information security; public libraries;
academic libraries

# Introduction

The beginning of the twenty-first century is marked by level of digital competencies among library staff, digiti-
the emergence of the digital era, which has shaped the  zation of information resources, overcoming digital ine-
phenomenon of the “digital human” and has presented  quality in access to information resources and technol-
libraries with new challenges — the need to enhance the  ogies, and opportunities for their use. The widespread
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use of the Internet has created a new reality of a kind of
informational “self-service”, which affects the change in
the forms and methods of library work, with active orien-
tation towards service in the virtual space involving dig-
ital technologies. This necessitates the implementation
of a set of measures to enhance the level of information
competencies of library staff for quality service to the
community of readers, including “virtual” readers.

To disclose the essence of the mentioned problem,
it is worth noting the scientific research by M. Deja et
al. (2021), who focused on the features of implement-
ing information culture in the space of the university
library in their studies. The authors thoroughly analyze
the problem of forming information competencies in
university libraries and note that the combination of
information and digital literacy influences the intention
to use digital technologies for learning, and overall, in-
formation literacy positively affects the intention to use
digital tools. The importance of information literacy for
librarians is emphasized by T.S. Nicolas-Rocca & R.J. Bur-
khard (2019). Based on the analysis of libraries in the
United States, scholars assess the impact of knowledge
transfer as a means of enhancing information security
in libraries. The results of the study indicate that library
workers who have completed a cybersecurity course un-
derstand that they are obligated to protect the personal
information of library visitors.

For modern libraries in the global context, the prob-
lem of digitizing library collections is of particular im-
portance. In particular, N. Barbuti (2021) emphasizes the
importance of digitizing libraries for preserving cultur-
al heritage. However, digitization of library collections
poses a problem of information security for their quality
preservation, as well as the level of information compe-
tencies of librarians themselves as knowledge managers.
A. Khan et al. (2021) focus their attention on analyzing
information security in university libraries in Pakistan.
Based on a survey of 190 professional librarians in Pa-
kistan, the authors provide practical recommendations
for enhancing the level of information competencies of
librarians, including their level of information security.

The issue of security management in library man-
agement has become the focus of attention for V. Singh
& M. Margam (2018), who analyze the issue of infor-
mation security in Indian university libraries. The authors
note that information competencies of librarians should
include information security management in the context
of library management, namely — the control means that
librarians need to implement to protect their information
assets from all potential threats, to ensure the confiden-
tiality, integrity, and availability of their information re-
sources, as well as to help identify and reduce critical risks.

The role of media literacy in modern library and
information activities is revealed in the research by
T. Granchak (2018). The author analyzes the challenges
that Ukrainian libraries faced due to Russian aggression,
in the context of the feasibility of preserving information

of openly manipulative nature, or regarding the problem
of systematizing library collections — by genre or the-
matic principle (which would enable a more qualitative
presentation of the most relevant resources on Ukrain-
ian history and culture for readers), as well as the re-
lationship between preserving the principle of freedom
of speech and ensuring information security. In these
conditions, adherence to the librarian’s code of ethics
acquires special urgency, among the key positions of
which the author highlights the principles of intellectual
and information freedom, as well as adherence to neu-
trality, personal honesty, and professional skills.

The research by I. Lomachynska & V. Lomachyn-
skyi (2021; 2022) is aimed at analyzing the knowledge
management culture in university libraries, noting that
the digitization of educational resources is a key factor
for effective knowledge management in the university
environment. The possibility of digitally rethinking this
process largely depends on a clear organizational strate-
gy oriented towards innovation. The authors emphasize
the role of librarians in expanding scientific and research
activities in modern universities through consultancy,
practice, training; the important role of librarians in fa-
cilitating market analytics to improve the professional
competencies of graduates.

O. Ronges (2021) is working on the issue of levels
of digital and media competency, which the author pre-
sents as components of communicative competence,
enabling orientation in the world of internet technol-
ogies. These competencies are associated with logical
and critical thinking, as well as information management
skills. The development of these aspects is identified as
a key goal for achieving the status of a full-fledged and
reliable digital state. In the research findings, the author
emphasizes the need for citizens of Ukraine to deter-
mine their level of digital competencies using available
testing methods, as this will contribute to the further
formation of the most demanded skills in the digital era.

S. Khrushch (2022) explores the innovative media
space of the modern library based on the principle of
“library humanism”, which is implemented in the field of
professional library activities. Among the relevant direc-
tions of library activities for the digital age, the author
highlights consulting services for overcoming digital
inequality and the implementation of digital education
for citizens, which requires competent consultant spe-
cialists and the availability of digital learning tools. In
the research results, the author emphasizes the need to
adapt the humanistic function of the library to innova-
tive transformations based on axiological orientations of
library functioning.

Thus, the accumulated Ukrainian and international
scientific experience makes it possible to define the re-
search goal — determining the main forms and methods
of forming information competencies through library
practices. The goal involves solving the following tasks:
clarifying the content of digital and media competencies
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in international and national regulatory documents; de-
termining the mechanisms and educational components
of information security as a component of ensuring
information competencies; clarification of practical as-
pects of increasing the level of information competen-
cies in the system of public and academic libraries.

# Materials and Methods

The specified work utilized a range of interdisciplinary
research methods. The heuristic method was employed
in the process of sourcing the research’'s theoretical
and empirical foundation. Further theoretical analysis
of literature on the research topic allowed for the iden-
tification of key trends in understanding fundamental
concepts, including “digital competency”, “information
literacy”, "media literacy”, and others. To delineate the
scope and substantive content of these and other con-
cepts and their critiques, the formal-logical method was
applied. A significant research method was the systemic
approach, which was employed to better understand the
essence of contemporary library activity as a holistic in-
formation-communication system. Within this method,
the role of libraries in preserving the country’s cultural
heritage in terms of documentary resources, particularly
through modern digital technologies, was analyzed. The
application of the systemic method also theoretically
substantiated the importance of libraries as agents of
knowledge and skills dissemination in the field of infor-
mation security, the integration of new technologies in
the university environment, and the high-level provi-
sion of information literacy to the population. Another
interdisciplinary research method utilized was compar-
ative analysis. This method facilitated the identification
of the specificity of forms and methods for increasing
information literacy in library settings and the determi-
nation of the most promising existing approaches and
practices used globally in the field of digitizing infor-
mation service provision. Alongside this, the specified
method was employed to compare various theoretical
concepts, propositions, and interpretations present in
contemporary literature regarding the digitalization of
the educational sphere and academic environment. The
method of classification and typologization allowed for
the identification of the leading tasks of the modern li-
brary and the classification of knowledge management
culture organization directions in the modern higher ed-
ucation system.

The research materials included various types of
sources such as legislative acts, official documents, and
notifications from Ukrainian and EU government bod-
ies, reports from international organizations, and more.
Specifically, in 2005, UNESCO presented the main direc-
tions for the development of an information society as a
knowledge society (UNESCO, 2005), which subsequently
formed the basic criteria for information and media lit-
eracy — critical perception of information, free access to
media and information literacy, adherence to the right

of access to information, media and information literacy
as a continuous and dynamic process (Five Laws of Me-
dia..., 2018). The European Commission proposed a digi-
tal education action plan, based on which the creation of
a European digital education content system is planned,
incorporating technological, educational, ethical, and
security components (European Commission, 2020).
The importance of information literacy for learning and
self-development is emphasized in the Law of Ukraine
No. 38-39 “On Education” (2017). The Concept of De-
velopment of Digital Competencies (2021) highlights a
specific plan for their practical implementation.

# Results and Discussion

Digital and media components of information com-
petencies. In the UNESCO World Report “Towards
Knowledge Societies”, UNESCO experts expressed the
view that knowledge is a social resource that should
be universally accessible (UNESCO, 2005). The organi-
zation aims to promote social integration and support
social activity for all. Therefore, as long as global society
lacks equal opportunities in accessing information and
critically evaluating it, as well as in analyzing, sorting,
and contributing to the common knowledge base, in-
formation will remain a collection of obscure facts. Of
particular importance is the ability to navigate informa-
tion flows, cognitive abilities, and critical thinking (On-
ishchenko, 2012).

In EU countries, the Digital Education Action Plan
2021-2027 was adopted (2021). Among its main direc-
tions are a set of measures to create an effective digital
educational ecosystem, including infrastructure for pro-
viding communication tools and digital equipment; the
ability to organize effective planning and development
of digital potential; the formation of educational and
teaching staff possessing a set of digital competencies;
high-quality content, as well as secure platforms and
convenient tools ensuring privacy and ethical standards.
Also of great importance is the control of the quality
level of digital skills and competencies that meet the re-
quirements of the digitization era, namely the formation
of key skills for working in the digital environment and
competencies from an early age: digital literacy, includ-
ing the recognition of disinformation and information
overload management; computational education; in-
creasing the number of professionals in the field of digi-
tal technologies (European Commission, 2021).

Under these conditions, the library community faces
the challenge of creating new conditions for interaction
with society, aimed at increasing the level of informa-
tion culture, creating a safe environment for knowledge
acquisition, and overcoming the digital divide. Libraries
play a key role in continually updating the information
resources and skills necessary for effective professional
and personal self-realization, public participation, and
personal management. In global scholarly discourse,
there is an active debate about the content, forms, and
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methods of library work in the context of digital trans-
formation. Overall, the problematic field for analysis
encompasses children’s, academic, and public libraries,
which pursue different goals and develop unique ap-
proaches tailored to the age and professional needs of
the reading audience.

Digital literacy skills in the twenty-first century are a
manifestation of success, citizens' readiness for change,
and their full participation in public life. |. McShane (2011)
distinguishes between the concepts of “digital literacy”
and “information literacy” as a transition from infor-
mation consumption to production and culture, from
modes of “reading-only” to “reading-writing”. The au-
thor proposes to consider library activities in the context
of the concept of “participation culture” — a culture with
relatively low barriers to artistic self-expression and civic
participation, strong support for creating and exchang-
ing works, and a kind of informal mentoring through
which experienced participants pass on knowledge to
newcomers. Thus, the expanded use of the Internet in
cultural, commercial, and government institutions has
transformed the digital divide into a “participation di-
vide,” which concerns not so much access issues as op-
portunities for engagement in participation culture.

The development of Internet technologies has led to
changes in the field of information competencies and has
also contributed to the evolution of digital competencies.
They are often grouped into a triad with information liter-
acy and media literacy. Digital competencies encompass
a wide range of skills, such as using, filtering, evaluating,
creating, programming, and exchanging digital content.
In other words, it is a specific set of skills and compe-
tencies necessary for effective searching and processing
of information in computerized form (Deja et al., 2021).

In the Ukrainian normative and legal field, informa-
tion competencies encompass media and digital com-
petencies. Based on the decisions of UNESCO and IFLA
(The International Federation of Library Associations
and Institutions), media literacy and information lit-
eracy have been unified into a single concept — media
and information literacy (Five Laws of Media..., 2018).
Information competencies can be described as a com-
plex of knowledge, skills, and abilities necessary for un-
derstanding the essence of information and effectively
mastering its search, evaluation, organization, and eth-
ical use. This new formulation is introduced in the re-
vised Concept of Media Education Implementation in
Ukraine (Concept of implementation..., 2016). “Media
competence” describes the level of media culture that
enables an individual to understand the socio-cultural,
economic, and political context of media functioning. It
indicates the ability of an individual not only to be a re-
cipient and transmitter of media-cultural values, tastes,
and standards but also to effectively interact with the
media space, create new elements of media culture in
modern society, and demonstrate active citizenship.
Components of media competence include creative

critical thinking, communicativeness, positive motiva-
tion, reflection, and value-based perceptions of media
usage. S. Khrushch (2022) suggests defining the inno-
vative media space of a modern library as a complex of
technical, technological, and software tools that arise in
the process of digital transformations in the library. This
complex is aimed at addressing the informational and
socio-communicative needs of citizens, determined by
their professional and civic activities, education, leisure,
daily life, tasks of personal development, and interaction.

In 2014, the Ukrainian Press Academy began coop-
eration with libraries in the field of media education and
media literacy (Libraries form media-literate personali-
ties..., 2014). The realization that the modern library has
a mission to assist its readers in competent consumption
of various information in mass media, including adults,
youth, and even the youngest, became the basis for co-
operation between the Ukrainian Press Academy and
libraries in the field of media education and media liter-
acy. This is a response to the challenges of the present,
where users need not only to effectively consume infor-
mation but also to create their own media products. To
increase the level of information culture among users,
facilitate information search, and ensure communication
with a remote audience, library specialists actively use
virtual reference services to answer bibliographic ques-
tions and implement multimedia services such as virtual
tours, galleries, educational video courses and lectures,
and organizing video conferences. In this context, the
study of the experience of libraries in presenting rele-
vant information in a balanced way, aimed at impartial
informing about socially controversial events, ensuring
adherence to the principle of impartiality, while at the
same time not excluding the activation of certain topics
and issues important for national memory, is worthy of
attention (Granchak, 2018).

In the Concept of Development of Digital Compe-
tences, “digital competence” is defined as a dynamic
combination of knowledge, skills, ways of thinking, views,
and other personal qualities in the field of information
and communication technologies. This determines the
individual's ability to socialize successfully, carry out
professional and/or further educational activities using
such technologies (Concept of development of digi-
tal competences, 2021). The Law of Ukraine No. 2145-
VIl (2017) recognizes information and communication
competence as one of the key competencies necessary
for every modern person for successful life. With the ap-
proval of the new Concept of Development of Digital
Competences, the concept of “digital competences” as a
dynamic combination of knowledge, skills, ways of think-
ing, views in the field of information and communication
technologies, which determines the individual's ability
to carry out professional and educational activities using
digital technologies, is actively spreading in the Ukrain-
ian scientific space (Order of the Cabinet of Ministers of
Ukraine No. 167-2021-p, 2021). It is worth noting that it is
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more expedient to understand “information competen-
cy” as a broader concept than “digital competency”. The
information competency of a librarian involves master-
ing a complex of analytical competencies for successful
knowledge management, digital competencies (confi-
dent, critical, and responsible use of digital technologies
for successful professional activities and self-realization),
media competencies (critical thinking regarding media
texts), as well as understanding the constant improve-
ment of information security skills and legal knowledge.
The transition from an analog to a digital paradigm
in the work of Ukrainian libraries is characterized by a
shift from processes of forming local information en-
vironments to creating a global media space. This also
manifests in the transition from proprietary closed infra-
structure to utilizing the potential of the global digital
space. Ukrainian libraries already have significant experi-
ence in teaching computer literacy and working with the
internet for their users. In particular, since 2009, public
libraries that have joined the project of the Ukrainian Li-
brary Association have operated Citizens’ Access Points
to Official Information. Here, librarians provide training
and assistance to community residents in using websites
and services of state institutions. Analyzing the state of
digitization of libraries at that time, O. Marjina (2012)
proposed a strategy for developing a new communica-
tion environment for libraries. This strategy includes a
shift in activity orientation towards the media environ-
ment, focusing on content creation and researching
users’ information needs. It also proposes the adoption
of a new, more user-friendly library image that reflects
real people, as well as encouraging user participation
in library web projects through comments, constructive
criticism, and other means. Additionally, the use of social
media marketing technologies, social forms of cooper-
ation, exchange, and self-organization to support and
promote communication with users is recommended.
Considering societal demands and preferences, mod-
ern Ukrainian libraries have become key elements of the
Digital Education Hubs network — spaces where everyone
can learn digital literacy skills, gain free access to the Diia
platform. The NGO Ukrainian Library Association and the
Ministry of Digital Transformation of Ukraine have started
joint activities within the project "Diia. Digital Education”
and launched a national campaign on digital literacy
"Be Up-to-Date!” (Ukrainian Library Association, 2020).
The best way to assess one’'s digital literacy is through
the Digigram — a nationwide test of digital literacy (Press
Office, 2020). Using the Digital Competence Wheel al-
lows for an understanding of the wide range of neces-
sary skills in the digital era. Digigram serves as a tool for
checking current knowledge and skills in operating sys-
tems. Moreover, specific practical questions regarding
knowledge and mastery of digital tools provide an objec-
tive understanding of real competencies at the moment
(Rongers, 2021). Thus, based on the analysis of Ukrainian
and global experience, it is possible to assert that in-

formation competencies encompass digital and media
competencies, with important components being the
ability to effectively work with information arrays both in
traditional and virtual formats, as well as possessing crit-
ical thinking skills in consuming information products.

The role of public libraries in shaping information
competencies. A special role in shaping information
competencies belongs to public libraries. C. Sidhar-
ta et al. (2020) consider libraries as archetypal knowl-
edge repositories. In this sense, librarians could be
called knowledge managers, as they systematically
manage the information available in the library so that
the necessary information is accessible to knowledge
seekers on demand, saving time for readers and in-
creasing the efficiency of library work. As an organiza-
tion focused on education, the main role of the pub-
lic library lies in supporting the education of users,
and in this sense, public libraries play an important
role in democratic society - in defending freedom of
speech and personal freedom, the right to education
and self-education. Public libraries are endowed with
the ability to serve the community in disseminating
knowledge, providing access to information, removing
barriers to learning, and also help cultivate a reading
culture by engaging readers from all walks of society.

The Covid-19 pandemic has been a powerful chal-
lenge for library activities in accelerating the virtualiza-
tion of library services: organizing virtual exhibitions and
other learning tools, promoting their digital content,
which can be used to support education, conducting
weekly online concerts, providing free e-books, high-
lighting content aimed at learning new skills to move
literacy programming online. The Chartered Institute
of Library and Information Professionals (CILIP) (2020)
launched its National Shelf Service, created "book walks”
with descriptions of historical sites to encourage people
to read and walk, stay connected with their users, and
even conduct online arts projects, literary festivals. This
includes creating new programs with freely accessible
content, developing new educational materials for users
to help them make the most of these learning opportu-
nities, best use available digital tools, as well as virtual
information literacy training.

Library professionals specialize in identifying, select-
ing, obtaining, processing, organizing, and disseminat-
ing information among users, thus managing the entire
system of human knowledge. The main function of li-
brary staff is to manage human knowledge by collect-
ing, processing, preserving, and managing information
resources. The quality of library workers' work, according
to D. Oguche et al. (2017), will depend on several fac-
tors, including the acquisition of relevant skills, experi-
ence, educational ability, and self-education. Challenges
posed by globalization to the library service system have
greatly spurred the need for initiatives and programs to
increase management potential.
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The introduction of new technologies in library
services, rapid growth of new knowledge, changes in
trends in library services, communication media, subject
knowledge are among the main factors that will require
an increase in the potential of library and information
professionals. With the paradigm shift in users’ use of
internet resources over material carriers of informa-
tion, library professionals need technological skills to
thoroughly search for correct information in a specific
database, using a logical and analytical approach, and
provide this information to users promptly. They must
be able to assist users through retrospective searching,
provide ready reference services, bibliographic services,
as well as ensure selective dissemination of information
services, etc. A librarian working in a web environment
also requires skills in document classification and cat-
aloging, indexing and abstracting methods, etc. (Ogu-
che et al, 2017). Accordingly, a library professional acts
as a kind of intermediary between readers as informa-
tion users and information resources, requiring mastery
of relevant information and communication competen-
cies. Overall, contemporary librarians must possess an-
alytical competencies, be creative, and be able to work
with diverse groups of readers. To enhance profession-
al competencies, it is worth organizing library schools,
short-term qualification enhancement courses, semi-
nars, conferences, round tables, etc.

In modern conditions, thanks to the main mission of
public libraries — to satisfy the information needs of us-
ers, new models are used to shape their space, and digi-
tal libraries occupy a special place in this complex world
of digital challenges. The digital transformation of soci-
ety is changing the strategies and methods of work of
public libraries, which, according to (Kuzma, 2010), must
transition from providing exclusive access to knowledge
to working as platforms for storing and disseminating
the knowledge of the local community in a global con-
text using new technologies such as Web 2.0. One of
the main missions of Ukrainian libraries is to preserve
their cultural heritage in terms of documentary resourc-
es. According to Ukrainian legislation, cultural heritage
is understood as a set of objects inherited by humani-
ty from previous generations - landmarks, works of art
and architecture that have preserved their authenticity
and value from archaeological, aesthetic, ethnological,
historical, architectural, artistic, scientific, or artistic per-
spectives (Law of Ukraine No. 1805-111, 2000). To this end,
the creation of electronic libraries is envisaged, as well as
the enhancement of the professional information com-
petencies of librarians, which will ensure the efficiency of
their functioning.

Analyzing international regulatory documents re-
garding the preservation of documentary heritage,
N. Barbuti (2021) notes that cultural heritage consists
of resources inherited from the past in all forms and
aspects — material, immaterial, and digital (born digital
or digitized), including monuments, places, landscapes,

skills, practices, knowledge, and expressions of human
creativity, as well as collections preserved and managed
by governmental and private entities such as museums,
libraries, and archives. It stems from the interaction be-
tween people and places over time and is constantly
evolving. These resources are of great importance to
society from cultural, ecological, social, and economic
perspectives, and thus their sustainable management
is a strategic choice for the 21 century. Based on this
conclusion, the author believes that digitizing library
collections is a social and cultural necessity of the pres-
ent. Data are no longer mere tools for simplifying ad-
ministration or enhancing the efficiency of cultural herit-
age but will become digital artifacts representing a new
digital cultural heritage, reflecting each community in its
socio-cultural context, a simple or complex ecosystem
of the digital age, serving as historical memory and a
source of knowledge.

Thanks to digitization processes, libraries can pro-
vide worldwide access to significantly more information
and knowledge. This is especially relevant when library
groups work together in the field of joint management,
electronic publishing, and document delivery. European
libraries are implementing a range of initiatives at the
local, national, and international levels to improve visi-
tors' access to digital information, thereby engaging a
wider audience in their services. For example, the Eu-
ropean Library initiative includes 48 European national
libraries that have a single portal for a global audience
to access the collections of national libraries (The Eu-
ropean Library, 2014). At the same time, unprotected
digital library systems can lead to adverse consequences
for both libraries and visitors. Ensuring safe operation
on the Internet is a challenging task for modern library
professionals due to the increasing threats of Internet
vulnerabilities and constant hacking attempts. In this
context, digital library security should be considered a
multidimensional approach involving both technical and
managerial solutions.

Based on the analysis of the practice of American
public libraries, T.S. Nicolas-Rocca & R.J. Burkhard (2019)
emphasize the importance of training programs for li-
brarians to enhance their information competencies
in the field of computer security. In this context, the
terminological aspect of this issue requires attention.
A. Khan et al. (2021) consider information security as a
process acceptable for securing information available in
printed or electronic form. The authors understand the
concept of “information security” in a more general and
unifying way regarding the concept of “cybersecurity”,
noting that there are many problems in information se-
curity, such as software attacks on servers, lack of in-
formation security training, lack of recovery plan, lack
of cyber security policy, intellectual property theft and
equipment, information sabotage, and more.

Information security management in the context of
library management practice is discussed by V. Singh &
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M. Margam (2018), describing the control measures that
libraries need to implement to protect their information
assets from all potential threats, to ensure the confiden-
tiality, integrity, and availability of their information re-
sources, as well as to help identify and mitigate critical
risks and types of network attacks. There are three fac-
tors of effective information security management: com-
prehensive policy; presence of security control mecha-
nisms; information and training program; organizational
management system ensuring their implementation.
And it is people who are the most important element of
information security management (Soomro et al., 2016).

Thus, in the global scientific discourse, information
competencies in public libraries are considered at two
levels — regarding library users and regarding librarians.
Regarding users, information competencies are realized
in the acquisition of digital information search tools,
formation of reading culture, development of educa-
tion and self-education. Regarding librarians, informa-
tion competencies encompass knowledge and skills in
human resource management, analytical competencies,
and skills in the field of computer security.

Information competencies in academic libraries.
Formation of information competencies in an aca-
demic library has its specificity. In recent years, the key
directions of knowledge management culture organi-
zation in the modern higher education system are as
follows: cognitive, managerial, technological (Table 1).
This is explained by the fact that the modern universi-
ty as an organizational structure is conditioned by the
specificity of coordination, integration, and concentra-
tion processes of human efforts, creativity, initiative,
professionalism; dynamics of communicative ties that
determine the unity of the collective; specificity of so-
cio-psychological conditions based on the degree of
compatibility of collective members; specificity of infor-
mation-business exchange and adequacy of perception
of the organization and its plans by all participants of
the organizational environment. Moreover, the dynam-
ics of knowledge management in universities stimulates
students to exchange experience and knowledge not
only within one educational institution but also in the
online educational space in general (Lomachinska &
Lomachynskyi, 2022).

Table 1. Directions of knowledge management culture organization in the modern higher education system

Direction Specifics
Study of the nature of knowledge, features of its development.
Cognitive Ability to manage knowledge, information culture.
Changing thinking style, mobilization of individual intellectual and creative potential, transformational leadership, etc.
. Research on the organizational culture of universities: development of effective management models in higher
Managerial S . .
education institutions and higher education.
. Research on the possibilities of modern information and communication technologies in knowledge accumulation,
Technological .
transmission, and management.

Source: developed by the author

The modern university is the online environment
where three groups of subjects are represented: stu-
dents, teachers, and librarians, and the perspective of
information education for these groups differs. Students
are perceived as information users, teachers as trainers in
the field of information competencies, and librarians are
responsible for adapting and implementing standards of
information competencies. The undeniable strength of
academic libraries lies in their experience and openness,
which enable them to introduce new technologies at an
early stage of change. Therefore, the role of academ-
ic libraries is crucial in universities' readiness for digital
transformation (Deja et al,, 2021). Librarians’ roles in ac-
ademic circles can be seen as part of the information
culture support process through their commitment to
developing information competencies.

Changes in information and communication tech-
nologies have impacted information centers in univer-
sities. This has led university libraries to diversify their
services based on digital technologies, facilitating user
access to information. Providing technologically inten-
sive services in university libraries has raised doubts
about the digital literacy skills of both library staff and

users. It is known that higher education institution li-
braries provide continuous training to their users on
effective library information source utilization. For this
reason, university library staff are responsible for their
users’ education. However, in university libraries where
digital technologies are widely used, users lacking or
with low digital literacy skills do not derive maximum
benefits from these libraries. Therefore, university librar-
ies should provide progressive education appropriate at
all levels in the context of access to academic informa-
tion, considering the digital literacy skills and differences
of their users. M. Rafi et al. (2019) note that in addition
to technological skills and skills in using digital tools, it
is also possible to enhance students’ information literacy
in academic institutions, and the combination of visual
learning and technology, inspiration, and Inspire Data
help students improve their analytical and organization-
al skills to effectively process information and data, un-
derstand complex concepts, and make quick decisions.

The university library is a dynamic environment
striving to meet users’ needs in learning, research, and
teaching, so attention should be focused on whether
the university libraries take appropriate measures to
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prevent possible and potential cybercrime threats to in-
tellectual property objects owned by them. Social media
remains the best way for library professionals to develop
understanding of data and information security (Khan et
al, 2021). Universities are becoming smart organizations
(environments) where structures are formed by creating
metadata, organizing data, their flow, and use. M. Deja et
al. (2021) emphasize the importance of information and
digital literacy as the results of academic librarians’ edu-
cational activities, which have become significant during
digital transformation. In academic circles, there are two
levels of this process. One takes place at the administra-
tive level. To benefit from digital transformation, univer-
sities as organizations must be "equipped” with relevant
information and digital competencies, especially valuable
in the context of augmented reality, artificial intelligence,
robotization, digitization, and the Internet. Academic li-
brarians have become important actors in the context
of implementing information competencies. They were
mainly necessary to support students and staff in over-
coming barriers toaccessing digital resources and services.

With the change in the landscape of technical ser-
vices, academic research libraries have moved towards
greater collaboration with users. Distance education
programs require electronic access to library resources.
There is an increasing need for access to primary sources
in the humanities and social sciences. Digitizing nation-
al cultural heritage is of great importance in increasing
information literacy levels, as emphasized by foreign
researchers. Among the measures aimed at increasing
the level of information literacy in the academic environ-
ment, students support both collective initiatives — such
as information events at the department (discussions,
debates), webinars on information culture, and individu-
al conversations with teachers and librarians (Lomachin-
ska & Lomachinskiy, 2021).

Consequently, academic librarians, through their con-
tribution to the development of information literacy, can
influence the self-effectiveness and expansion of oppor-
tunities for academic personnel. This gives libraries a spe-
cial place in university information management, where,
on the one hand, they shape users’ competencies and, on
the other hand, affect information management methods
in the field of scientific information. Librarians can ex-
pand scientists’ capabilities during digital transformation
through information literacy courses. Librarians can help
in digital changes by demonstrating advanced archiv-
ing and organization practices of information resources.

Summarizing this theoretical analysis, attention
should be drawn to the scientific discussion regarding
the correct definition of concepts repeatedly mentioned
in this study. In Ukrainian scholarly thought, the concept
of “information competence” (“information and com-
munication competence”) is predominantly presented in
studies of pedagogical orientation. Specifically, N. Morse
& A. Kocharyan (2016) emphasize the technological
component of this concept, defining information and

communication competence as the ability to use infor-
mation and communication technologies to meet indi-
vidual needs and solve professional tasks in a particular
subject area. For N. Zavadska & M. Ignatyuk (2020), in-
formation competence, besides the technological as-
pect of effective information search, includes its analysis
and critical understanding, mastery of rational working
methods with various types and sources of information
for performing diverse tasks in all spheres of life, and
confident orientation in the information space. In this
interpretation, the concept of “information competence”
is close to the concept of "“media competence”, which,
according to Concepts of implementation of media ed-
ucation in Ukraine (2016), encompasses creative critical
thinking, positive motivation, and communicativeness.

V. Ivashova et al. (2019) focus on the communica-
tion component in defining information competence,
considering not only information search and structuring
according to the specifics of the pedagogical process
but also the task setting for teaching through various
information and communication methods, qualified
work with various information resources, as well as pro-
fessional tools and methodological complexes. M. Tol-
mach (2022) does not provide an authorial definition
of digital competencies; however, relying on normative
documents, he offers potential educational profiles for
library workers considering the requirements of the dig-
ital age. V. Nikitenko et al. (2022) note that digital com-
petence includes the following components: information
literacy and data handling skills, communication and
collaboration, creation of modern digital content, and
information security components. V. Stegantseva (2022)
operates with the concept of “informational-digital com-
petence”, referring to informational-knowledge, digi-
tal, and motivational-ethical components. O. Ovchar-
uk (2020) considers the issue of digital competencies in
the context of digital citizenship.

Regarding other researchers, there is no consensus
on the scope of the concepts of “information compe-
tence” and "digital competence”. R. Vuorikari et al. (2016)
define digital competence broadly, covering a wide
range of competencies, including information literacy,
communication and collaboration skills, media litera-
cy, digital content creation (along with programming),
knowledge of security issues, particularly digital well-be-
ing and cybersecurity-related competencies, as well as
problem-solving skills and critical thinking development.

In the concept of “information competence”,
B.U. Zan et al. (2021) also include media competence.
Analyzing university libraries as institutions expected
to play an active role in developing digital literacy skills
among students, the authors emphasize that librarians
should voluntarily take on the leadership of digital me-
dia. Librarians should also possess digital literacy skills to
fulfill this task. In this case, there is a need to support the
digital capabilities of library workers through continuous
education to enhance their own digital competencies.
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M. Deja et al. (2021) operate with the concept of “infor-
mation literacy”, which is based on key digital compe-
tencies, self-efficacy, expanding information opportuni-
ties, information culture, information management, and
information use. The authors note that the concepts of
“information literacy”, “digital literacy”, and “media liter-
acy” should be considered closely interrelated. However,
if digital competence includes the ability to use, access,
filter, evaluate, create, program, and exchange digital
content — in other words, it is a specific set of skills and
competencies needed for effective work with informa-
tion in a computer environment — then information liter-
acy in an academic environment presupposes for librar-
ians the possession of information management skills.

In the conclusions to their work, D. Oguche et
al. (2017) add technological skills among the main skills
and competencies for library workers: computer skills,
barcode technology application, database creation
and updating, web page design and updating, etc,; in-
formation search skills; management skills: library and
information specialists as heads of library-information
centers should possess some basic management skills
to manage various organization departments, such as
finances, human resources, etc; communication skills:
a library-information specialist acts as an intermediary
between information users and information resources
or information providers, as well as digital security skills.
A. Khan et al. (2021) emphasize the importance of infor-
mation competencies focusing on information security.
In their conclusions, the authors underscore that nega-
tive attitudes toward data and information security can
hinder the establishment of a reliable infrastructure in
university libraries, which may affect the effectiveness of
mass digitization projects and ensuring the usefulness of
access to the country’s intellectual assets.

Digital competencies, in the context of their close
connection with digital citizenship and digital rights, are
discussed by L. Pangrazio & J. Sefton-Green (2021). In
their conclusions, the authors note that digital literacy
and digital rights typically focus on individual actions,
while digital citizenship usually involves practices with
a collective or group dimension. The authors propose
the necessity of continuously improving digital compe-
tencies to ensure the protection of digital rights and the
formation of responsible digital citizenship, as only their
combination allows for effective functioning in the mod-
ern digital society.

Thus, the content and scope of the concept of “in-
formation competency” in the context of library activi-
ties, presented both in Ukrainian and in world scientif-
ic thought, largely depend on the active development
of information technologies, which entails the gradual
transformation of the information society into a knowl-
edge society. The virtualization of library space, the
emergence of the reader as a "digital person”, necessi-
tate continuous improvement of digital competencies,
the actualization of their security component, and the

threats of cognitive wars require the deepening of me-
dia competencies and critical thinking. Accordingly, re-
fining the content of information competencies in library
activities, as well as improving the forms and methods
of their formation, is a constant dynamic process that
evolves as a necessity for an adequate response to the
challenges of the modern digital age.

# Conclusions

The onset of the digital era has necessitated a deeper
understanding of the concepts of “information literacy”,
"digital literacy”, "media literacy”, their interconnections,
and manifestations. An analysis of theoretical develop-
ments, government strategies, and legislation has es-
tablished that “information literacy” is comprehensive in
relation to the concepts of “digital literacy” and “media
literacy”, which are its logical components. Information
literacy encompasses a complex set of technological skills
in the field of information and communication technol-
ogies that facilitate effective information retrieval and
processing, the ability to interact effectively in the media
space, understanding the essence of media texts, and the
ability to protect oneself from negative media influences.

In the scientific literature, the prevailing opinion is
that the forms and methods of enhancing information
competencies in public and academic libraries have their
own specificity. Public libraries are unique meeting places
for readers, so the idea of organizing spaces for com-
munication, relaxation, entertainment, and learning has
become popular, both in Ukrainian libraries and abroad.
The task of librarians is not only to develop technolog-
ical skills in working with information and communica-
tion technologies but also to explain the relationship
between information freedom and information respon-
sibility. Similar ideas are relevant for children’s libraries,
which can offer access to internet communication for
both entertainment and educational purposes, and, most
importantly, teach safe and ethical use of the virtual en-
vironment. Virtual tours, exhibitions, journeys through
the pages of favorite books, blogs on social networks,
meetings with partners — media experts, and more are
used for this purpose. The main goal of academic librar-
ies is knowledge services aimed at deepening cooper-
ation between the academic community — professors,
students and librarians to effectively acquire new knowl-
edge. Training sessions on enhancing information and
communication skills in working with distance learning
platforms, issues of intellectual property, and academic
integrity are relevant. The most promising practices for
enhancing the level of information competencies of li-
brary workers as knowledge managers include organizing
a complex of organizational events to improve the level
of technological skills in information digitization, working
with electronic resources, information, and computer se-
curity skills, as well as forming information legal culture
in the form of library schools, short-term courses of pro-
fessional development, seminars, conferences, and more.
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YKpaiHCbKUi Ta MbXHapogHui gocBia popMyBaHHS
iHpopMaLiiHNX KOMNEeTEeHTHOCTeNn 3acobamMum 6ibnioTeyHNX NpPaKTUK

BorpaH JlIoMaunHCbKUA
AcnipaHT
HauioHanbHa 6i6nioteka YkpaiHu imeHi B.l. BepHaacbkoro
03039, npocn. lonociiBcbkmin, 3, M. Kunis, VkpaiHa
https://orcid.org/0000-0002-2601-6217

AHoTauifa. AkTyanbHiCTb Npo6aeMu JOCHIAKEHHS MOSCHIOETbCA aKTUBHOK LIMPPOBI3aLli€to, WO CTaBUTh nepes
cyvacHMMu b6ibnioTekamu 3aBfjaHHA 3aCTOCYBaHHA HOBUX iHPOPMaLIKHO-KOMYHIKaLIMHWX TeXHOOri B PO6OTI
33419 NiABULLEHHA PiBHA iIHPOPMALIIHWUX KOMMNETEHTHOCTEN MPaLiBHMKIB Ta YMTadiB. MeTor CTaTTi € BU3HAUYEHHSA
OCHOBHUX GOpM i MeTogiB dopmyBaHHS IHPOPMALIMHUX KOMMETEHTHOCTeN 3acobamu 6ibnioTeuHmx npakTuk
B KOHTEKCTI YKPaiHCbKOro Ta MiXHapoAHOro JocBigy. MeTogonoris AJOCNiAXKeHHA 3acHOBaHa Ha MOEAHaHHI
J>Kepesio3HaBYOro aHaslisy, KOMNapaTUBHOIO aHasi3y, CUCTEMHOTO Ta NIOTIYHOTO METOAIB HayKOBOTO AOC/IAXEHHS.
B pe3ynbraTi npoBeseHOro AocnigkeHHs Oyno 3a3HayeHo, WO MOHATTA iHGOPMALIAHOT rPaMOTHOCTI OXOMJItOE
KOMMIEKC TEXHOMOTIYHUX HaBMYOK, fKi CnpuatoTb edeKTMBHOMY MOLYKY Ta onpautoBaHHO iHGopMaLiil,
NiABULLYIOTb 34aTHICTb €PEeKTUBHO B3aEMOZAIATV Yy MeAianpoCcTopi, PO3YMIHHA CYTHOCTI MegiaTekCTiB Ta BMiHHA
3aXWCTy Bif, HeraTMBHMX MegiaBnaveiB. Ha oCcHOBI aHanisy 3akoHOZaBuYOi 6a3n BM3HAUYEHO 3MICT NOHATL «LndpoBa
KOMMETEHTHICTb» Ta «<MeZiakOMMNETEHTHICTb», L0 € CKNAAOBUMM iHOOPMALLINHOT KOMNETEHTHOCTI. Y CTaTTi BU3HaUYeHO
cneundiky GopM i MeToAIB MiABWLLEHHA PIBHA IHPOPMALMHUX KOMMETEHTHOCTeN Y My6AiYHUX Ta aKajeMidHUX
6ibnioTekax. Y nybniyHmx 6ibnioTekax poboTa 3 MiABULLEHHA PiBHA iHOOPMALIAHMX KOMMETEHTHOCTEN OXOMHOE
BMIHHA Ta HaBWUYKM BUKOPUCTaHHA iHPOPMaLiHO-KOMYHIKaLiHNX TeXHOAOriM; nowyKy iHGopmaLii B Mepexi
I[HTepHeT; be3neyHoi Ta BigNOBIAaNbHOI POBOTU Yy BipTyaNbHOMY MPOCTOPI; KPUTUUHE OnpaLoBaHHA iHGopMaLii,
OTpUMaHOI 3 Megia pecypciB. ¥ akageMivHnx 6ibnioTekax, okpiM 03HayeHOro, poboTa cnpsMoBaHa Ha PO3LUMPEHHS
3HaHHEBOrO 0O6CNYroByBaHHA, MOCUNEHHSA B3aEMOAIT BMK/IajadiB, CTyAeHTIB i 6ibnioTekapiB 3aans epekTMBHOIO
NPOBeAEeHHs IHHOBALIMHMX JOCAIAXEHb Ta SIKICHOFO 3aCBOEHHS HOBUX 3HaHb. s GibnioTekapiB Ak MeHezXepiB
3HaHb, NIABULLEHHS PiBHA iHGOPMALAHMX KOMMNETEHTHOCTEN OXOMIFOE KOMMAEKC TEXHONOTIYHMX, iHPOopMaLLiiHO-
NnpaBOBWX, METOAUYHMNX, MOPaNbHO-ETUUYHMX 3HaHb i3 3anyveHHAM 6e3nekoBoi cknaZoBoi. MpakTMyHe 3HauYeHHs
HBOCNIAXKEHHSA NONArAE y MOXJIMBOCTI BiNbll eHEeKTUBHOIO BUKOPUCTAHHA MpoaHani3oBaHUX NpakTMK GpopmyBaHHS
iHbOpMaLinHMX KOMMNETEHTHOCTEN YKPaiHCbKMMM BibaioTekamu

KnrouoBi cnoBa: iHdopmMaLiliHa rpaMOoTHICTb; LMDPOBI KOMMNETEHTHOCT; Mejia KOMMNETEHTHOCTI; iHbopMaLiiiHa
6e3neka; nybaivHi 6ibnioTekw; akageMiuHi bibniotekn
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